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Sensitivity to initial conditions and control parameter Diffusion
... to chaos-based cryptography
Encryption architecture
Take benefit of chaos





P contains m elements
C0[i ] = P[i ]
R encryption rounds ⇒ r = 1, . . . ,R ⇒ i = 1, . . . ,m ⇒ CR ≡ cipher − image


















T1 z = T1(x ,y) = h(f (x ,y))
x
y
T2 z = T2(x ,y) = h(f (g(x),y))
x
y
Chaotic system: f (x ,λ )
Uniform probability distribution
Easy selection of control parameter values
Simple: low cost implementation


































h(x ,λ ) = 233 · f (x ,λ ) mod 256
g(x) = 2·x+1512













K = (K1,K2) K1 = Initial condition= x0 ∈ (0,1) K2 = λ ∈ (0,1)
Always chaotic






























0 if P(i) = CR(i)







0 5 10 15 20
99
99.2
99.4
99.6
99.8
100
R
N
PC
R
R=1 R=4 R=10
